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Introduction – the problem

Slaughterbots video.
https://www.youtube.com/watch?v=9CO6M2HsoIA. 

https://www.youtube.com/watch?v=9CO6M2HsoIA


DJI Blacklisted
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https://unsplash.com/photos/oSvR0wGYUBs

• Human rights abuses, high-
tech surveillance, tech that 
supports repressive regimes 

• The EU and USA cannot 
compete on price, but they 
may be able to compete on 
ethics

https://unsplash.com/photos/oSvR0wGYUBs
https://www.theverge.com/2020/12/18/22188789/dji-ban-commerce-entity-list-drone-china-transaction-blocked#:%7E:text=DJI%20%E2%80%94%20one%20of%20the%20largest,exporting%20technology%20to%20the%20company


Introduction – the problem

Zipline video.
https://therealclubhouse.blogspot.com/2016/05/zipline-international.html. 

https://therealclubhouse.blogspot.com/2016/05/zipline-international.html


Context
Drones for the benefit of society
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Introduction – drones

Small drones (under 25 kg): a rotorcraft or multirotor helicopter (left), 
a fixed wing drone (center), and a VTOL drone (right)
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Technology is not ethically neutral



Technology does not “just happen”
• VS Technological determinism



The future of work

C. B. Frey and M. A. Osborne, “The future of employment: How
susceptible are jobs to computerisation?” Technological forecasting
and social change, vol. 114, pp. 254–280, 2017.

• 47% of jobs in the 
United States are at 
risk of being 
automated

• Move from 
“automate 
everything” to 
“design for 
meaningful human 
work”



Technology as a “platform”
Gillespie, Tarleton. "The politics of ‘platforms’." New 
media & society 12.3 (2010): 347-364.

Cawthorne, Dylan,  and Arne Devos.  “Capability caution in UAV design”. 2020 International 
Conference on Unmanned Aircraft Systems (ICUAS). IEEE, 2020.



Dual-use technology
• Civil VS military
• Good VS bad

Cawthorne, Dylan,  and Arne Devos.  “Capability caution in 
UAV design”. 2020 International Conference on Unmanned 
Aircraft Systems (ICUAS). IEEE, 2020.



Value sensitive design

1) Conceptual phase: 
Relevant human values are 
identified and an ethical 
analysis can
take place.  Stakeholders 
engaged.

2) Empirical 
phase: Social 
impacts of the 
technology are 
taken into account.

3) Technological phase:
Technical capabilities are 
explored, specifically, 
those which support the 
chosen human 
values/social impacts.Graphic by the authors, based on:

Batya Friedman, Peter H Kahn, Alan Borning, and Alina Huldtgren. Value sensitive design and 
information systems. In Early engagement and new technologies: Opening up the laboratory, pages 
55–95. Springer, 2013.



Methodology: Human values relevant 
within technological design

Graphic by the authors, based on:
Batya Friedman, Peter H Kahn, Alan Borning, and Alina Huldtgren. Value sensitive design and 
information systems. In Early engagement and new technologies: Opening up the laboratory, pages 
55–95. Springer, 2013.



Ethical framework for drone design



Overview of case studies
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Unique features inspired by ethics
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Capability caution



Privacy-preserving FPV



Capability caution



Capability caution design principles
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Principle 1: 
Consider the context of use
Principle 2:
Consider privacy
Principle 3:
Consider jobs and human skills
Principle 4:
Consider safety, security, & misuse
Principle 5:
Consider the future



Wingcopter and FrugalDrone

Wingcopter
• VTOL configuration
• 9.9+ kg
• Larger payload
• Routine deliveries
• Higher safety risks
• Highly automated
• High cost
• High speed
• No camera
• More potential for misuse
• Less explicable

FrugalDrone
• Fixed wing configuration
• 1.5 kg
• Smaller payload 
• Emergencies only
• Lower safety risks
• Minimally automated
• Low cost
• Low speed
• No camera
• Less potential for misuse
• More explicable



Design for explicability
Explicability design prompts
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Flight Testing
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https://youtube.com/playlist?list=PL55mxw4OLFyxIZKP3rciVpBspIJNa46rg

https://youtube.com/playlist?list=PL55mxw4OLFyxIZKP3rciVpBspIJNa46rg


Ongoing research
• Explicability and justice

• Informed consent and 
transparency of operations via 
smartphone app

• Human-drone interaction 
• Intelligibility and 

accountability
• Low level of automation

• Meaningful human work/fun!



VSD and market forces
• VSD could increase at least up-front costs
• Conflicts between prioritization of human values and 

economic reward

3
1

'The purpose of the economy is to 
serve the people, and not the people 
to serve the economy'

Max-Neef, Manfred A. "Human scale development: 
conception, application and further reflections." (1991).
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Values and innovation
Ethical design can offer a competitive advantage

Sarah Spiekermann.  Ethical IT innovation: A value-
based system design approach. CRC Press, 2015.
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Values and innovation
‘Technology 
without ethics 
allows us to do 
stupid things in a 
very clever way’

André Baier.  ”Technology as Panacea!? Improvised Skits that Tackle Water Contamination Across 
the Centuries.”  Presentation at Exploring Teaching for Active Learning in Engineering Education 
SDU, Odense, Denmark May 23-24 2017 (2017).  



Recommendations - Design
• Pro-active design to minimize 

negative impacts of tech
• Protect human welfare, 

safety, privacy, jobs etc.

Cawthorne, Dylan,  and Arne Devos.  “Capability caution in 
UAV design”. 2020 International Conference on Unmanned 
Aircraft Systems (ICUAS). IEEE, 2020.



Recommendations - Design
• Unique technologies for each 

context of use 
• VS generic/universal 

products
• ”Capability caution”

Cawthorne, Dylan,  and Arne Devos.  “Capability caution in 
UAV design”. 2020 International Conference on Unmanned 
Aircraft Systems (ICUAS). IEEE, 2020.

DRONE

?

Image source

https://www.hobbitshop.com/products/the-lord-of-the-rings-one-ring-to-rule-them-all-gold-foil-tee


Ethics standards, certifications
• IEEE P7000 Standard – “Process for Addressing 

Ethical Concerns During System Design“
• IEEE - “Ethics certification program for autonomous 

and intelligent systems“ (71)
• Foundation for Responsible Robotics - “Ethical 

quality mark”
• Self-regulation (such as in AI) - “Trust label”
• Self-regulation – Capability Caution, PbD, etc.
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https://standards.ieee.org/project/7000.html
https://standards.ieee.org/industry-connections/ecpais.html
https://responsiblerobotics.org/quality-mark/


Ethics washing – the new 
greenwashing?

3
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Recommendations - responsibility
• Engineers should take more responsibility for the 

technology they develop
• Companies should self-regulate (VS “race to the bottom”)
• Governments and policy makers should reward 

responsible practices and restrict irresponsible practices
• The public should be actively involved in giving input to 

technology developers, governments, etc.
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=> Technology is fixed;
what is the impact on people?

=> Technology is variable;
design for ethical impact on people

=> Technology is not a given;
can chose not to develop it all together

Value sensitive design alternative

Sarah Spiekermann.  Ethical IT innovation: A value-
based system design approach. CRC Press, 2015.

• We can always choose NOT to build the drone!



Thanks to collaborators and supporters!
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-Dylan

• Aimee van Wynsberghe-
Robbins

• Alessandra Cenci
• Marianne Harbo Frederiksen
• Arne Devos
• The Danish taxpayers
• (And too many more to list!)



Further reading
• Dylan Cawthorne & Aimee van Wynsberghe. "An Ethical Framework for the Design, Development, 

Implementation, Assessment of Drones Used in Public Healthcare". Science & Engineering Ethics. 2020.
• Dylan Cawthorne & Arne Devos.  Capability caution in UAV design.  In International Conference on 

Unmanned Aircraft Systems (ICUAS). IEEE.  2020.
• Alessandra Cenci & Dylan Cawthorne. Refining Value Sensitive Design: A (Capability-Based) Procedural Ethics 

Approach to Technological Design for Well-Being. Science & Engineering Ethics. 2020.
• Dylan Cawthorne & Marianne Harbo Frederiksen.  "Using the public perception of drones to design for 

explicability." International conference on robot ethics and standards (ICRES). 2020
• Nicolai Iversen, Morten Birkved, & Dylan Cawthorne. "Value Sensitive Design and Environmental Impact 

Potential Assessment for Enhanced Sustainability in Unmanned Aerial Systems." IEEE International 
Symposium on Technology and Society 2020: IEEEXplore. 2020.

• Dylan Cawthorne & Aimee van Wynsberghe.  "From HealthDrone to FrugalDrone:   Value-sensitive design of 
a blood sample transportation drone."  IEEE International Symposium on Technology and Society (ISTAS). 
IEEE. 2019.

• Dylan Cawthorne & Alessandra Cenci. "Value sensitive design of a humanitarian cargo drone." International 
Conference on Unmanned Aircraft Systems (ICUAS). IEEE. 2019.





Q: For the creation of a sustainable humanitarian Project, it is nearly impossible to 
"develop" a new type of drone for each context and autonomization is very important. We 
try to communicate a lot with the communities, familiarize people with the drone and 
implementing the ethical aspect deeply in our company policy and to select carefully the 
partners we work with etc.

A: Winston Churchill famously said “we shape our buildings and afterward our buildings shape 
us”, and the same can be said about drones and communities.  It’s important and commendable to 
include the community when implementing drone technology, but be aware that this requires 
people to change to accommodate an imported and fixed piece of technology.  What I suggest is 
that the technology be taken as a more flexible element in this interplay to fit the context of use 
and values of the community rather than using an “off-the-shelf” drone.  One potential way to 
diffuse the cost of developing context-specific drones could be to utilized the capability caution 
principles to minimize the unnecessary or problematic features of the drone and hence its costs.



Q: I think one way to reduce cost when considering ethics, would be to use 
consent data to capture other interesting data values such as the problem 
size.

A: In general, the ethics literature and privacy policies such as the European 
GDPR (General Data Protection Regulations) suggest we minimize the data we 
collect about people.  But there could be some potential in what you suggest if the 
participants give their informed consent to allow data collection. 



Thank you!
Photo credit: VillageReach
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